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CYBERSPACE
2025  TODAY’S DECISIONS,  

TOMORROW’S TERRAIN

The world will experience extraordinary changes in the next decade, with growth the common element in these changes. By 2025, 
more than 91 percent of people in developed countries and nearly 69 percent of those in emerging economies will be using the 
Internet. Internet dependence will not just be a concept, but rather the new reality. 

This growth means not only more people, but more devices, greater connectivity, and exponentially more data. But the force and 
pace of technological change is not just a natural expansion of current patterns. It is driven by a number of external factors, many 
of which can be amplified or influenced by public policy choices. 

The real story revolves around how cyberspace will be shaped by people and the decisions they make, and the implications those 
decisions have for a country’s economy, education, immigration, and trade. The objectives and actions of governments, businesses, 
and societal organizations today will shape the progress of technology tomorrow. Their policies, programs, and investments can 
support or undermine the development of information and communications technology (ICT) and global cybersecurity. 

Methodology
Scenario-based planning is a key tool that government and private sector executives regularly employ for strategic planning. 
This report presents three scenario-based views of the world in 2025. The scenarios are grounded in an econometric model—
the Cyber 2025 Model, a data-driven view of the future of cyberspace. Specifically, the model is built on historical data of 80 
countries from 1990 through 2012 to create 2025 forecasts for key indicators of macroeconomic, socio-demographic, and 
technology conditions. 

This data was then used to generate baseline forecasts for 80 countries, and optimistic and pessimistic projections for each 
baseline prediction. The quantitative analysis was complemented by research and insights from leading thinkers and experts in 
academia, government, and multilateral institutions. The forecasts set up realistic underpinnings for each of the three scenarios: 
Plateau, Peak, and Canyon. 

Three scenarios for 2025: Plateau, Peak, and Canyon
THE PLATEAU SCENARIO is characterized by asymmetry—highly uneven approaches to governance, technology growth, and 
the economy. Some governments have protectionist policies and standards that close off international cooperation, while others 
support open trade and liberalize rules for foreign direct investment. Some governments adopt policy regulations that promote 
ICT development, while others create an uncertain business environment that restricts innovation. 

Plateau societies struggle with the challenges of cybersecurity, because responses are often limited to individual nations despite 
the trans-border nature of Internet infrastructure. Government focus is often on compliance over security. This results in regular 
and pervasive cybersecurity failures in developed countries, for example, which in turn leads to reactive regulatory attempts to 
improve data protection.

THE PEAK SCENARIO is characterized by clear, effective government policies and standards in all countries, and strong 
collaboration between governments to support open trade and promote foreign direct investment. Governments, businesses, and 
societal organizations foster the widespread and rapid adoption of technology, and ICT fulfills its potential for innovation. In this 
scenario, governance, economic development, and social conditions improve in all economies, although the Cyber 2025 Model 
shows that emerging economies improve the most.  

All countries recognize the importance of cybersecurity and build national strategies that enhance information-sharing and law-
enforcement cooperation. In addition, both developed and emerging economies create the right mix of incentives for educational 
institutions and students, thereby attracting workers with skills matched to market need. 
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THE CANYON SCENARIO is characterized by a failure to fulfill the potential of technology to positively transform governments, 
economies, and societies. Economic and technology growth is relatively slow, with limited adoption of ICT and deep failures in 
cybersecurity. Protectionist economic policies and government resistance to the rapidly changing technological environment 
inhibit cooperation and isolate countries. Governments restrict technology trade and control the flow of information, so 
countries are unable to leverage technology to prepare for changes in demographics and labor market needs.

Countries foster an environment of mistrust and animosity toward the global community, adopting cybersecurity policies that 
are nationalistic and protectionist. Cyberattacks plague governments that in turn invest resources in offensive cybertechnologies 
instead of in managing risk to support economic growth. 

Three tectonic shifts for the future of cyberspace
In addition to the three scenarios, the Cyber 2025 Model forecasts that the next decade will witness expansive technological 
growth, significant demographic shifts, and increasing demand for those trained in science, technology, engineering, and 
mathematics (STEM fields). 

• The adoption of new technology is occurring at a faster rate and is having a greater impact than ever before. For 
example, worldwide adoption of smartphones grew tenfold between 2007 and 2012. At this pace, 80 percent of 
Internet connections could originate from a mobile device by the year 2025. Growth in connected devices (and 
overall technology use) will accelerate the global trend toward cloud computing. By 2025, most of the data created 
in the world will move through or be stored in the cloud. Most countries will recognize that cloud technology is not 
only a necessity for meeting citizen demand, but a requisite for participation in the global economy. 

• The Cyber 2025 Model shows two critical demographic shifts expected by 2025—developed countries will face aging 
populations and declining birthrates, while emerging economies can expect more working-age adults because of 
rising birthrates. For developed economies, research from the International Monetary Fund indicates that about 
one-third of the expected increase in public health spending over the next 20 years will be attributed to aging 
populations—roughly 1 percent of their aggregate GDP. This means that while the economic burden is increasing, 
the number of working-age adults available to carry it will be decreasing. 

• The demographic changes described above will profoundly affect how nations use human capital, their most 
important resource. The Cyber 2025 Model shows that in 2025 there will be nearly five billion people online and 
more than 50 billion connected devices. However, by that time, emerging economies will produce 16 million STEM 
graduates annually, five times more than the 3.3 million per year from developed countries. This skills gap, defined 
by the need in developed countries for appropriately skilled workers, will set the stage for fierce competition for 
technology talent.

Recommendations based on the Cyber 2025 Model
Microsoft invites governments to thoughtfully consider their unique national situations—which of these scenarios they are 
trending toward, which scenario they want to come to fruition, and how are they are planning to achieve it. We encourage 
public and private sector leaders to prioritize these key areas:

• Governance models that provide clear policy direction and a national or regional framework for cybersecurity. Ideally, these 
models will include commitments to an open, free Internet where privacy is protected, harmonization of cybersecurity laws 
and standards internationally, and support of global free trade.

• Talent development that is supported by strategic investments in infrastructure and research and development. 
These investments should balance talent mobility and retention, with an emphasis on educating a modern workforce 
that can sustain innovation.

• Global cooperation that advances cybersecurity risk management and coordination among stakeholders both domestically 
and internationally, with a focus on developing global norms that support stability and security in cyberspace. 

Microsoft believes that public and private sector leaders working together can chart a course that enhances the security, privacy, 
and reliability of cyberspace in 2025 and expands ICT opportunity for economies in all stages of development.


